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automatically declassified, with appro-
priate exceptions; and establishes pro-
cedures for authorized holders of classi-
fied information to challenge the clas-
sification of information. 

(c) Subpart C of this part establishes 
substantive standards and procedures 
for granting, denying, and revoking, 
and for appealing decisions to deny ac-
cess to classified information with an 
emphasis on ensuring the consistent, 
cost-effective, and efficient protection 
of classified information. Subpart C of 
this part provides a process that is fair 
and equitable to those with whom clas-
sified information is entrusted and, at 
the same time, assures the security of 
the classified information. 

[Order No. 2091–97, 62 FR 36984, July 10, 1997, 
as amended by Order No. 2865–2007, 72 FR 
10069, Mar. 7, 2007] 

§ 17.2 Scope. 
(a) All employees, contractors, grant-

ees, and others granted access to clas-
sified information by the Department 
are governed by this part, and by the 
standards in Executive Order 12958, Ex-
ecutive Order 12968, and directives pro-
mulgated under those Executive Or-
ders. If any portion of this part con-
flicts with any portion of Executive 
Order 12958, Executive Order 12968, or 
any successor Executive Order, the Ex-
ecutive Order shall apply. This part su-
persedes the former rule and any De-
partment internal operating policy or 
directive that conflicts with any por-
tion of this part. 

(b) This part applies to non-con-
tractor personnel outside of the Execu-
tive Branch and to contractor per-
sonnel or employees who are entrusted 
with classified national security infor-
mation originated within or in the cus-
tody of the Department. This part does 
not affect the operation of the Depart-
ment’s participation in the National 
Industrial Security Program under Ex-
ecutive Order 12829 (3 CFR, 1993 Comp., 
p. 570). 

(c) This part is independent of and 
does not affect any classification pro-
cedures or requirements of the Atomic 
Energy Act of 1954, as amended (42 
U.S.C. 2011 et seq). 

(d) This part does not, and is not in-
tended to, create any right to judicial 
review, or any other right or benefit or 

trust responsibility, substantive or 
procedural, enforceable by a party 
against the United States, its agencies 
or instrumentalities, its officers or em-
ployees, or any other person. This part 
creates limited rights to administra-
tive review of decisions pursuant to 
§§ 17.30, 17.31, and 17.47. This part does 
not, and is not intended to, create any 
right to judicial review of administra-
tive action under §§ 17.14, 17.15, 17.18, 
17.27, 17.30, 17.31 and 17.50. 

§ 17.3 Definitions. 

The terms defined or used in Execu-
tive Order 12958 and Executive Order 
12968, and the implementing directives 
in 32 CFR 2001, are applicable to this 
part. 

Subpart A—Administration 

§ 17.11 Authority of the Assistant At-
torney General for Administration. 

(a) The Assistant Attorney General 
for Administration is designated as the 
senior agency official as required by 
§ 5.6(c) of Executive Order 12958, and 
§ 6.1(a) of Executive Order 12968 and, ex-
cept as specifically provided elsewhere 
in this part, is authorized to admin-
ister the Department’s national secu-
rity information program pursuant to 
Executive Order 12958. The Assistant 
Attorney General for Administration 
shall appoint a Department Security 
Officer and may delegate to the De-
partment Security Officer those func-
tions under Executive Orders 12958 and 
12968 that may be delegated by the sen-
ior agency official. The Department 
Security Officer may redelegate such 
functions when necessary to effectively 
implement this part. 

(b) The Assistant Attorney General 
for Administration shall, among other 
actions: 

(1) Oversee and administer the De-
partment’s program established under 
Executive Order No. 12958; 

(2) Establish and maintain Depart-
ment-wide security education and 
training programs; 

(3) Establish and maintain an ongo-
ing self-inspection program including 
the periodic review and assessment of 
the Department’s classified product; 
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